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Please refer to the “VORTEX handbook -1 Installation” VIVO'I:K

for detailed instructions on account and organization creation & remote access |
d A Delta Group Company

I Log-in to VORTEX portal .

For system integrators: you can remotely access For end-users, you can log into VORTEX portal using the
VORTEX portal via Reseller Portal remote access’ button onboarding mail after system integrator create your account

A VORTEX User Portal account is created by a reseller for you

@ no-reply@vortexcloud.com

CAUTION: This is an external email! Do not click links or open attachments unless you recognize the sender and knoj

v the content

is safe. Otherwise, please submit as a phishing mail.

Hello YORTEX techluan @wivotek.com

Yol are receiving this email because a WOR TEX Certified Reseller vortexsi.demo @ omail.com has ciated a
VORTEX User Fortal account by your email.

VORTEX User Portal: httpe:/portal.vortescloud.oom
Your user name is VORTEX techluan@vivotek.com, and temporary password is fdd3d7dd 1N,

Welcome to VORTEX!

Regards,
VIVOTER VORTEX Team
hittpe: v vortexcl oud.com/

© 2022 VIVOTEK Inc. All rights reserved. 3
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Please refer to the “WVORTEX handbook -1 Installation” VIVOFK

for detailed information of remote access
A Delta Group Company

VORTEX Portal "

Reseller Management: the connection between reseller portal and VORTEX portal

» Feature remote access is enable in default after system integrator creates end-user account and organization
« End-user (organization owner and admin) can enable/disable it anytime
« System Integrator has organization owner privilege when remote accessing to VORTEX portal via Reseller
Portal “remote access” button

VORTEX Portal Ul

[
| ]
-

%

VORTEX_Site Reseller Demo ... vortex.sidemo@gmail.com

» B ¢

Auto firmware update

Reseller management

$x

© 2022 VIVOTEK Inc. All rights reserved. 5
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Please refer to the “WVORTEX handbook -1 Installation” VIVOFK

for detailed instructions on adding cameras
A Delta Group Company

VORTEX Portal

Finish the camera adding

Scenario:

System Integrator created the organization but not complete the camera adding

Steps:

1. Organization owner or admin to invite persons (can be the installer) into the organization (grant the privilege ‘admin’)
2. Invited person to log-in with app (scan the QR code) or with browser (key in MAC)

< C 2% portalvortexcloud.com/#/device/management Q W

OIVORTEX

® @
Devices Add a device

1. Enter the device ID 2. Edit your device

e — nter fon. You Assi - m Camera, NVR device
NVR

[ Overview (85) Onlif con E.EEH” > B Peripheral device

Device group
..
B3 Ungrouped Cameras

Device name

i
—

Device ID

[oweee ]

s (PST, GMT-8:00)

© 2022 VIVOTEK Inc. All rights reserved. 7
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User TAB: Invite User

O VORTEX

View
Devices

Users

Invite user to organization
Deep search

User was successfully invited

Profile search : )
VORTEX_techJessie@vivotek.com

Message center You can now assign device group access and set user role.
English

Archive
Skip for now Set up now [] Set as organization admin

System

Cancel

Next page © 2022 VIVOTEK Inc. All rights reserved. 8
v
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VORTEX Porta

User TAB: Invite User

Select device group access for this user

Device group Roles and permission

I VIVOTEK HQ SUPERVISOR
All groups Roles and permission @

VIVOTEK HQ

Vortex techjessie@vivotek.com will receive an onboarding mail

VIVOTEK HQ Global Demo

VORTEX invitation to join VORTEX_Site

VIVOTEK HQ Office VIEWER J @ no-reply@vortexcloud.com

|EAUTIOI\: This is an external emaill Do not click links or open attachments unless you recognize the send
VIVOTEK Japan VIEWER

Hello wortex_techjessie,
MIVOTEK LATAM . )
vortex_techjuan has added vou to YORTEX_Site on VORTE ¥,

ST AT Y EI5AED SEEo R aary . To access VORTE ¥, please follow the link below and sign in with the following credentials.

hittpe: dportal vortexclond .com®l ogin

VIVOTEK Sydney

Email: waortex techiessie @wivatek.com
Temporary password: GOUznpV C

*Please noted that these credentials will expire after 30 days

Regards,
VIVOTEE VORTEX Team

© 2022 VIVOTEK Inc. All rights reserved. 9


mailto:Vortex_techjessie@vivotek.com

VIVOT=K

A Delta Group Company

VORTEX Portal

User privilege: Differences between supervisor/viewer

Roles and Permission within the Group
Select device group access for this user

View
Live streaming

Playback

Archive video

Devices

All groups I Roles and permission o

Browse device list

VIVOTEK HQ SUPERVISOR

Device settings

Deep search
VIVOTEK HQ Global Demo VIEWER

Search

VIVOTEK HQ Office VIEWER Play search results video

Archive video

VIVOTEK Japan VIEWER
Profile search

Search(Records/Photos)
VIVOTEK LATAM VIEWER

Create/Edit profile

VIVOTEK LATAM ND9542P SHOWROOM VIEWER Message center

Browse message

VIVOTEK Sydney VIEWER

Play event video

Archive event video
Archive

Play archive video

Download archive video

Delete archive video




VORTEX Portal

User privilege: Differences between supervisor/viewer

FAQ
« Can Viewer access to playback?

« Can Viewer archive videos, access to them, and share them?
« Can Viewer operate deep search or profile search?

« Can Viewer set VCA rule on each device?

Ans: No
- Only supervisor and privilege above (admin, organization
owner) can operate those features.

VIVOT=K

A Delta Group Company

Roles and Permission within the Group Viewer

View
Live EIFE‘EIT‘HI'I[J o
Playback
Archive video

Devices

Browse device list

Play search results video
Archive video
Profile search
Search{Records/Photos)

Create/Edit profile

Message center

Browse

Play ev

Archive event video
Archive

Play archive video

Download

Delete
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VORTEX Portal L

User privilege: Differences between admin/supervisor & viewer

System TAB
O VORTEX
« Qrganization owner Supervisor’s Ul TABs Admin’s Ul TABs ystom
« Organization admin @ VORTEX D VORTEX
« Qrganization supervisor B  voRrEX site V  VORTEX Site Organization detail

Organization viewer

View = Vi Alarm management

(M Devices

- Users

Devices :
Audit log

Deep search

Auto firmware update

Profile search

".?_) Deep search

Reseller management

Message center (EJ Profile search

Archive

Message center Access control

*\Viewer (group) cannot operate
deep search, and profile search

Archive

Single sign-on configuration

QOrganization security

© 2022 VIVOTEK Inc. All rights reserved. 12



VIVOT=K

A Delta Group Company

VORTEX Portal

User privilege: Differences between admin/supervisor & viewer

« Qrganization owner - :
) ) ] Make organization admin
« QOrganization admin
° Ol’g aﬂlzatlon Su peI’VISOI’ Organization admin can manage all aspects of the organization. They can:
° Org an |Zat|0n V|ewer 1.Add/Delete device to the organization

2.Create/delete device group

3.Add/Delete device to the device group
4.Invite/Remowve user to the organization
5.Grant/Remove device group access to user
6.Make/Remove user an organization admin

Are you sure you want to make the following user an organization
admin?

o vortex_techblake@vivotek.com

Cancel

© 2022 VIVOTEK Inc. All rights reserved. 13
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VORTEX Portal

User TAB: To assign a user admin privilege

Organization owner
Organization admin
Organization supervisor
Organization viewer

(» VORTEX

( User

o\ o vortex_techblake

D)

Edit usemame

Make organization admin

e 3 I

© 2022 VIVOTEK Inc. All rights reserved. 14



; VORTEX Portal
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User privilege: Differences between admin/supervisor & viewer

FAQ
« Can Supervisor add/delete device(s)?

« Can Supervisor invite user to VORTEX portal?

« Can Supervisor grant user admin privilege?

« Can Supervisor set alarm?

« Can Supervisor set OTA firmware update schedule?

« Can Supervisor check which reseller is serving the organization?

Ans: No
- Only admin and privilege above (organization owner) can operate
the features.

Supervisor & Viewer

O VORTEX

\'/

VORTEX Site

View

Devices

Deep search
Profile search
Message center

Archive

O VORTEX

VORTEX_Site

View

Devices

[
r Users

'\;_) Deep search

! IORNC N TN |

(®  Profile search

£

‘ Message center

i Archive

Organization admin can manage all aspects of the organization. They can:
1.Add/Delete device to the organization

2.Create/delete device group

3.Add/Delete device to the device group

4 Invite/Remove user to the organization

5.Grant/Remove device group access to user

6.Make/Remove user an organization admin




VORTEX Portal
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User privilege: Differences between organization owner/admin

O VORTEX

« Qrganization owner V. System
« QOrganization admin Organiztion deaie
« Qrganization supervisor

Organization viewer

Audit log

Auto firmware update
Reseller management
Access control

Single sign-on configuration

Organization security

Organization name

Region

This is the location w gan eo and image data is
stored. Data and com S Sp region will apply.

Organization owner ° small.chang
small.chang@gmail.com

Organization owner will be the only key contact with Reseller.

Delete organization
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g VORTEX Portal "

User privilege: Differences between organization owner/admin

O VORTEX
FAQ v System
* Who is the organization owner in default? Orgriziondece
« Ans: The account created by system integrator from reseller portal
 How many organization owner in one org.? R

 Ans: one at atime
« What privilege the reseller being with remote access via reseller portal? |
 Who can delete the organization?

* Ans: Organization owner
« Can organization owner transfer to others?

« Ans: Yes ——

Auto firmware update

Reseller management

small.chang@gmail.com
ner vill be the only key contact with Reseller. alchangEgmatl.c

© 2022 VIVOTEK Inc. All rights reserved. 17
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VORTEX Portal

Message Center: The page for all event logs

b VORTEX

V' VORTEX_Site
View
Devices
Users
Deep search
Profile search
Message center
Archive

System

Message center

Device event

Device

Tk All devices

1000+ results
Refine criteria for better results.

Device name

Event type

All event types

Time frame

E 2024-09-28 14:36:17

Client time

VIVOT=K

A Delta Group Company

E 2024-09-30 14:36:17

Local time

Camera 04

™E« FD9365HTVL Test Room

FE9191Hv2

™« [B9387-HT-WH

Camera DI

Motion detection

Intrusion detection

Motion detection

Digitallnput

SmartMotion

03b95bbb-a74a-4387-9481-c2586b08c926

SmartMetion

2024/09/30 14:36:08

2024/09/30 14:36:06

2024/09/30 14:36:06

2024/09/30 14:36:05

2024/09/30 14:36:08

2024/09/30 16:36:06

2024/09/30 16:36:06

2024/09/30 16:36:05

© 2022 VIVOTEK Inc. All rights reserved. 19




VORTEX Portal

Message Center: The page for all event logs

b VORTEX

V' VORTEX_Site
View
Devices
Users
Deep search
Profile search
Message center
Archive

System

Message center

I Device event I

Device

Tk All devices

1000+ results
Refine criteria for better results.

Device name

Event type

All event types

& All event types

& Video Content Analysis events

& Intrusion detection

Camera 04
™« FD9365HTVL Test Room

FE9191Hv2

FTRETTETE FYRIE T

"
I‘!ﬁ. Bl m« [B9387-HT-WH
| ';'llll_"A

M Loitering detection
Camera DI

Line crossing detection

Missing object detection

Motion detect]

Unattended object detection
Face detection

Intrusion dete

Crowd detection

Running detection
Motion detect

Restricted zone

Parking violation

Smart tracking an ...

Time frame

E 2024-09-28 14:36:17

¥ General events

Audio detection

Camera DI

Tampering detection

& Camera DO

& PIR

NVR

NVR

VIVOT=K

A Delta Group Company

E 2024-09-30 14:36:17

Local time

7-9A8T 250000020 OZATOT S0 1L 50U0

2024/09/30 14:36:05

2024/09/30 14:36:08

2024/09/30 16:36:06

2024/09/30 16:36:06

2024/09/30 16:36:05

© 2022 VIVOTEK Inc. All rights reserved. 20
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VORTEX Portal

Message Center: The page for all event logs

Message center

O VORTEX

v VORTEX_Site Device event I System event I

View Device Event type Time frame
Ck All devices All event types [ 2024-09-28 14:43:48 ~ [ 2024-09-30 14:43:48

Devices B General system events B Camera system events & MNVR system events
1000+ results
Refine criteria for better results.

Users # Device online & Recording error B NVR System DI

Device name

8 Device offline B SDcard
Deep search care erer & MNVR System DO

DEJ right front # Firmware update failed B 5D card life expectancy
F

Profile search

MVR Disk failure

Message center
DEJ right front Device offline h'.ker Dlsk 'FLJ”

Archive
W MNVE PoE ermor

DEJ nght front Device online OO

System

DEJ right front Device offline 2024/09/30 14:24:44

© 2022 VIVOTEK Inc. All rights reserved. 21
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» VORTEX Portal E

Message Center: The page for all event logs

FAQ

 How can | receive real-time notification based on a specified event (e. g. SD card life expectancy)?
« Ans: An alarm set-up is needed before receiving the real-time notification via e-mail or app
« System - Alarm Management (check the section “alarm management” in this document)
« What NVR events VORTEX portal supports?
« Ans: Most of the events supported by VIVOTEK NVR: ND9326P/ND9426P/ND9442P/ND9542P
» https://lwww.vortexcloud.com/solution/case/cloud-transition
* NVR system DI/DO, NVR Disk failure/full, NVR PoE error
 Camera DO, PIR
 VVTK on-premise VCA: https://www.vivotek.com/en/products/analytics

© 2022 VIVOTEK Inc. All rights reserved. 22
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VORTEX Portal *

Auto firmware update

« Auto firmware update is always ON to ensure VORTEX customer receives the up-to-date features
« Admin or organization owner is able to:
« Set-up the schedule allow the system to update firmware

(» VORTEX

v System

Organization details

Alarm management ~ B . .
Schedule regular camera firmware updates each camera’s lol time.
Each maintenamce wirdow maust be 3 mimim
Audit log
Day and time

Auto firmware update

Reseller management

Access control

Single sign-on configuration

o0 1 02 03 04 O5 06 O7F OB 09 10 11 12 13 14 15 16 17y 18 19 20 21 22 23 :
Organization security

24
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System
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« Audit log

VCA setting

Archive

© 2022 VIVOTEK Inc. All rights reserved. 25



VORTEX Portal

Audit log

» More actions will be tracked - to release in Q4

(h VORTEX

System

Organization details

Alarm management

Audit log

Auto firmware update
Reseller management
Access control

Single sign-on configuration

Organization security

Event type

Sign In

User Sign In

ign in Su

User Sign In

Sign In

User Sign Out

1000+ resulis
Onily 1,000 entries are shown. Export to C5V for full data

Timestamp User

vortex-devsecops-admin

vortex-devsecops-admin

2024/10/M

VIVOT=K

A Delta Group Company

Export all
P

34.222.214.157
35.87.90.199

54,218.107.162
220.128.102.67

220.128.102.67
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VORTEX Portal *

System — Alarm Management: To receive the real-time notification for the proactive actions

O VORTEX

\'} System

Organization details

Alarm management

O O

Schedule Summary

firmware update

Events

Select which event types that will trigger an alarm

Missing object detection,

Reseller management

- . : Device events
Intrusion detection, Loite

[] Video Content Analysis events
Access control > s

Alarm 1 Access denied, Access grg S [ General events

Slng |e sign—on cr;)nﬁguration ) © ror device events to be in effect, you will have to configure them within each camera’s settings.

Alarm & SD card error, SD card lifg
System events

Organization securi
: vy Alarm 7 Device online, Device offl§ > [ General system events

> [ Camera system events

> [ NVR system events

Access events

jhts reserved.




VORTEX Portal

System — Alarm Management: To receive the real-time notification for the proactive actions

Events

Select which event types that will trigger an alarm

Device events

» [] Video Content Analysis events

> [ ] General events

© For device events to be in effect, you will have to configure them

System events

» [ General system events
» [ Camera system events

> [ NVR system events

Access events

Schedule

Sources

Select which sources will trigger an alarm

Choose sources that initiate Device & System events

NVR & Camera

W -VIVOTEK HQ Office

M« 192 6F Lobby

I -VIVOTEK Japan

™N« DE right front

i -VIVOTEK Sydney

©( 02 _Sydney EC FES31EHV

Choose sources that initiate Access events

Access control point

Actions

Select what actions to do when alarm trigger

&  Mobile notification
To organization member
o vortex_techblake
wortex_techblake@vivotek.com
¥  Send email
To organization member

vortex_techblake
wortex_techblake @vivotek com

e small.chang
@ small.chang@gmail.com
Digital output

Webhook

Audio deterrent

VIVOT=K

A Delta Group Company

Summary

This is a brief summary of your alamm, you can ko give your alamm a desirable name

Alarm name

Alarm 80

Events
™ Device online

% Device offiine

Sources

I VIVOTEK HO Office

W VIVOTEK lapan

B VIVOTEK Sydney

Actions

Mobile notification

Schedule

Day and fime

00 O 02 03 04 05 06 O7 OB 09 10 11 12 93 4 15 16 17 1B 19 20 21 22 ¥ 24

© 2022 VIVOTEK Inc. All rights reserved. 29
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Please refer to the “VORTEX VCA set-up guide” VIVOF K

for detailed instructions.
A Delta Group Company

VORTEX Portal

VCA setting — Make sure the interests clips (human/vehicle based) be documented on message center

« All VORTEX cameras support human/vehicle based Video Contents Analysis

(O VORTEX

< 04_Sydney EC IB839EHT

Intrusion detection Line crossing detection

Intrusion detection 3 Vehicle l & People Vehicle

= People

ém?""i"% Loitering detection Missing object detection

5 JL‘-*—' Line crossing Sydney E Det 7 in one area longer P

Vehicle ¥ Object

ghts reserved. 31




Please refer to the “VORTEX VCA set-up guide” VIVOFK

i for detailed instructions.
i A Delta Group Company

» VORTEX Portal *

VCA setting — Make sure the interests clips (human/vehicle based) be documented on message center

« All VORTEX cameras support human/vehicle based Video Contents Analysis
« All VCA events will be documented on message center
* message center - device event - interested VCA event

O VORTEX

v Message center

Device event

Device Event type Time frame
Cn All devices Intrusion detection,...,+3 v £ 2024-09-29 14:3%:19 ~ [ 2024-10-01 14:39:19

1000+ results

Refine criteria for better results.

Device name Event type Rule name Client time T Local time

M« FD9367EHTWV2 Intrusion detection Intrusion Detection 2024/10/01 14:38:58 2024/10/01 16:38:58

DEJ right front Line crossing detection Line crossing detection 2 2024/10/01 14:38:54 2024/10/01 15:38:54

= 1B9387EHTVV3 Intrusion detection IntrusionDetection 2024/10/01 14:38:52 2024/10/01 16:38:52
-~ o
L &

420 d 3 Ny
2 - /A 1B9387-HT-WH Intrusion detection Intrusion Detection FL Area 2024/10/01 14:38:50 2024/10/01 16:38:50
| Taan A
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VORTEX Portal

Archive — backup the very important video clips on cloud whether or not with cloud storage license

« Supervisor, admin, organization owner are the roles to operate archive
« Archive from:
* View -> Playback bar

O VORTEX

W« 01 _Sydney Warehou 024/10/01 14:46:0 ] O« 02_Sydney EC FE931...

VIVOTEK HQ

M« 03_Sydney EC FD819H 2024/ ] M« 04 Sydney EC 1B839...

VIVOTEK HQ Office “ i Fek
@

VIVOTEK HQ PDK Demo r# .-

VIVOTEK Japan

= 2024/10/01
VIVOTEK LATAM 14:46:02

Archive

.VIVOTEK LATAM ND9542P ... 1 ! 1 ! ! 1 1 1 L 1 L
I A O N R T LTI

VIVOTEK Sydney

Recorded M Recording M Video content analysis events

All rights reserved. 34
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VORTEX Portal

Archive — backup the very important video clips on cloud whether or not with cloud storage license

« Supervisor, admin, organization owner are the roles to operate archive
« Archive from:
* View -> Playback bar

File name

ArC h ive Vi d eos Archive_20241001_144749

Go to Archive after clicking Save

03_Sydney EC FD819H Camera

N
Yot}
g -

d

i
m 03_Sydney EC FD819H
.: 4§:

Video length

i

. ™

>

Start time End time

8 2024-10-01 ® 14:41:35 / & 2024-10-01 ® 144635

0 hr 5 min 0 sec

Time range must between 1s to 1hr.

Recorded M Recording M Video content analysis events
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VORTEX Portal

Archive — backup the very important video clips on cloud whether or not with cloud storage license

Public share — to anyone with the url link

Share video

Share to public

Anyone on the internet with the link can view this video.

O VORTEX

(@ Expire on 2025-05-20 15:09:12
51 Password protection

\'} Archive

#3% Link settings

Device Time frame \
C All devices £ 2024-09-01 14:55: ~ [ 2024-10-01 14:55:09

< Link settings

Q ‘ 50 results

¥  Link expiration

Expire in thived 1

O 1hr © 1day O 7days O 30days ® Custom

d y e ? Choose a future expiration date.

B 20250520  ( 15:08:12
Edit file name

® Password protection
Download

Archive_20240927_163227 sse Archive_20240927_103705bb sse Archive_20240925_152312

All rights reserved.
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» VORTEX Portal -

Archive — backup the very important video clips on cloud whether or not with cloud storage license

« Supervisor, admin, organization owner are the roles to operate archive
« Archive from:

* View -> Playback bar

 Message center

* Deep search result

* Profile search result

© 2022 VIVOTEK Inc. All rights reserved. 37
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